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AT ATE4T - Offensive Security - Full-Stack Engineering
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CEO - CTO - CYTRES GmbH
TiFeaa faTe 37 ATeaw a7 STTEeTT T €479 3o g0 HO1 1 TITIAT ¥ aqcd

f&e 2016 - 31T 2019

HTESL AT [T - CIC (Cambridge Innovation Center) - Rotterdam, taze=
TS AT FIHLATATU ST TEHATRT TTAAT AT Fh)

& 2016 - =11 2019

FIY LT AATEHIT - Base Cyber Security - Rotterdam, fiaveig
FAThRT T T A AT 3T 70 FHATRAT T Arq97F Tt £q2 a gierfard f&am

2019
TeqTq - CEO - CTO - Secbiz IT Security GmbH
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Veloce

Veloce agentic coding & o7 73T JavaScript/TypeScript runtime g: T# target platform 5% 9% coding agents ot
applications AT TFd & ST T4 179, audit FTF T ¥ e 7o 97 21 - 597 78 npm dependencies, frameworks,
build tooling ¥ deployment glue ST=+

Runtime ST&<T building blocks =T #i&r oTTeer %471 2: restrictive sandbox 3T permission model, HTTP server, ORM 3T
KV store & @ SQLite/PostgreSQL, browser T desktop capabilities, T standalone native binary & packaging!
Compute-heavy paths T JavaScript/TypeScript & Rust-backed native kernels a1 WebAssembly ¥ offload a1 5T
AT g| & TAT software & 1 agents warad= <% o 94T 94k, SHTT THAT T2 A< systems FH I FH moving parts &
T FAT Tohl

IECEEGL
Embedded, OT =T medical devices
Firmware 3fiT connected devices # vulnerability research: fire alarm systems, industrial controllers (SCADA),

hospital =T medical equipment!
Exploit development

TF memory-corruption bug & T remote root access aATeT TXT exploit chain T
Browser T web security

SOP/CORS bypasses, internal network devices T attack paths, XSS =¥ application security!
Responsible disclosure

Vendors ¥ operators ¥ AT reporting ¥ coordination, £ corporations ¥ municipalities @, remediation support

Tz
9 tools

Vulnerability discovery 3fiT penetration testing & <17 tooling 3fi¥ automation, Al-assisted workflows #Ifgd| Veloce
JavaScript/TypeScript runtime T “@|

FqHT

T afrer / fr=rar &I

2024 Siemens ProductCERT, SSA-333468 - CVE-2024-47901, CVE-2024-47902, Siemens
CVE-2024-47903, CVE-2024-47904; Remote Code Execution (root)

2024 Siemens InterMesh - CISA ICS Advisory ICSA-24-303-01 CIRCL W= CISA wfafe

2013 Apple Motion - CVE-2013-6114 - Z&T FHST Apple

2014 Apple Web Server - FZ&T ST, Featl 2014 Apple

2012 Nokia Hall of Fame - gz&T srqee, fagaw 2012 Nokia

2012 Android Browser DoS - CVE-2012-6301 - Metasploit AL Rapid7

2012 Microsoft Excel - CVE-2012-5672 - Memory Corruption / Denial of Service Bugtraq srferere

2012 PhpTax - CVE-2012-10037 - Remote Command Injection OpenCVE

2012 b2ePMS - CVE-2012-6626 - SQL Injection / Authentication Bypass Bugtraq

2012 HCView - Remote Code Execution - BID 55819 Bugtraq

2012 DomsHttpd - Remote Denial of Service - BID 54478 Bugtraqg

2012 CommPort - SQL Injection - BID 55239 Bugtraqg

2012 Arctic Torrent - Memory Corruption - BID 55833 Bugtraqg

2012 plow .plowrc - Buffer Overflow - BID 54290 Bugtraqg

2012 Internet Explorer - XSS Filter Bypass - Exploit-DB 22100 VulDB
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https://pereira.cv
https://cert-portal.siemens.com/productcert/html/ssa-333468.html
https://cve.circl.lu/vuln/icsa-24-303-01
https://cve.circl.lu/vuln/icsa-24-303-01
https://cve.circl.lu/vuln/icsa-24-303-01
https://cve.circl.lu/vuln/icsa-24-303-01
https://support.apple.com/103375
https://support.apple.com/en-us/102816
https://www.nokia.com/we-are-nokia/security/products/cvd/hall-of-fame/#2012-and-earlier
https://www.rapid7.com/db/modules/auxiliary/dos/android/android_stock_browser_iframe/
https://cve.report/bid/56309
https://cve.report/bid/56309
https://app.opencve.io/cve/CVE-2012-10037
https://cve.report/bid/53505
https://cve.report/bid/55819
https://cve.report/bid/54478
https://cve.report/bid/55239
https://cve.report/bid/55833
https://cve.report/bid/54290
https://vuldb.com/de/vuln/6839
https://pereira.cv
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2025 Securitas / Marvelit # =TT ToRERT0T 9T vt Security-Insider

2022 TTZAT LT 3T TR 2T 72 TfSAT Frdawd WDR

2024 OAG faerost ==T: {xaT 4.0 - |TEaY AT 3 Al-sTerfa er medianet (sfffEzam)

2024 STETATAT | AT FHS AL TS S | Golem

2024 ATSHY SOP/CORS ¥ Siafah Feah ITHeor CYTRES Research

2024 Jean Pereira T ATaST(e AT GHAAT, THTLTT T2 TEATAAT AT F AT Volksbank / Sparda
Bank (Responsible
Disclosure)

2023 o7 At ==t F Arer R, Al siw areaw g a7 R ==t KURIER (tffezam)

2023 OAG Super Tuesday & Tza T[T o= 3 w7 7 Arfrart LEADERSNET (&ffz=m)

2022 TiEHTEe #51: Ethical Hacker - GY&T sIqa T i H< a1 IDG TechTalk /
COMPUTERWOCHE

2022 AT T TLATHA # [T FTEAT FASL Kélner Stadt-Anzeiger

2022 TATE Y TS qReAT | T AT T ST U2 ST A&7 ST ST 7 @l & WirtschaftsWoche

2022 T TR / 45 e Golem

2022 OBI Sii¥ ALY Hearar av e connect professional

2020 ATIAT ST TR AT T T ahHT OMT - Online
Marketing Konferenz

2019 Industrial Security Forum: «1sar SCADA/ICS %‘f‘?h‘fr Hannover Messe /
MittelstandsWiki

2019 TTATATY "gH 3T T A" atp magazin

2019 TATaT gH & STHAe - Jean Pereira & AT HTEATEHTT Podcast "IT'S IN YOU"

2018 SEO-DAY: 2018 & Chrome T &% i SSL T ATIITH ¥ Y Host Europe

2018 SEO-DAY 2018 & Hiae # HL&T AT SEO-DAY / Online-
Profession

2018 International Cyber Security Conference: Ethical Hacker 3f= SECBIZ H&aTH a<hteil sl T | DSS IT SEC / Riga
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https://www.security-insider.de/ethical-hacker-jean-pereira-enthuellt-sicherheitsluecken-securitas-marvelit-a-0adfddd5205730dce881060d9326f684/
https://www.linkedin.com/feed/update/urn:li:activity:7011412173155356672/
https://medianet.at/news/dossiers/networking-experten-talks-get-togethers-58597.html
https://medianet.at/news/dossiers/networking-experten-talks-get-togethers-58597.html
https://www.golem.de/news/angriff-auf-die-gesundheit-wie-schwachstellen-in-krankenhaeusern-patienten-gefaehrden-2402-182291.html
https://cytres.com/tools/bypassing-origin-policies-to-exploit-local-network-devices
https://de.linkedin.com/posts/jeanpereira00_warnung-an-alle-volksbank-und-sparda-bank-activity-7180953535394553858-Nw7a
https://de.linkedin.com/posts/jeanpereira00_warnung-an-alle-volksbank-und-sparda-bank-activity-7180953535394553858-Nw7a
https://de.linkedin.com/posts/jeanpereira00_warnung-an-alle-volksbank-und-sparda-bank-activity-7180953535394553858-Nw7a
https://kurier.at/wirtschaft/expertentalk-tursky-digitalisierung-kuenstliche-intelligenz-sicherheit/402686794
https://kurier.at/wirtschaft/expertentalk-tursky-digitalisierung-kuenstliche-intelligenz-sicherheit/402686794
https://www.leadersnet.at/news/74990,hochkaraetige-podiumsdiskussion-beim-super-tuesday-der-oeag.html
https://www.leadersnet.at/news/74990,hochkaraetige-podiumsdiskussion-beim-super-tuesday-der-oeag.html
https://podnews.net/podcast/iahpd
https://podnews.net/podcast/iahpd
https://www.ksta.de/koeln/it-sicherheit-wie-die-koelner-verwaltung-einen-gut-gemeinten-rat-ablehnte-382332
https://www.wiwo.de/technologie/digitale-welt/umgang-mit-hinweisgebern-wie-ein-hacker-die-baumarktkette-obi-warnen-wollte-und-fast-verzweifelte/28853622.html
https://www.golem.de/news/responsible-disclosure-obi-macht-das-melden-einer-sicherheitsluecke-schwer-2212-170367.html
https://www.connect-professional.de/security/obi-ignoriert-schwere-sicherheitsluecken-im-online-shop-302444.html
https://www.pm-copywriting.at/omt-2020-recap/
https://www.pm-copywriting.at/omt-2020-recap/
https://www.mittelstandswiki.de/2019/04/hannover-messe-eine-industriesteuerung-hacken-ist-gar-nicht-so-schwer/
https://www.mittelstandswiki.de/2019/04/hannover-messe-eine-industriesteuerung-hacken-ist-gar-nicht-so-schwer/
https://atpinfo.de/aktuell/21-08-2019-atp-magazin-82019-cybersecurity-blockchain-und-hacker/
https://goodpods.com/de/podcasts/its-in-you-der-podcast-mit-alexander-m%C3%BCller-104900/cyberangriffe-and-darknet-ein-ethischer-hacker-spricht-klartext-jean-p-5471845
https://www.hosteurope.de/blog/seo-day-2018-recap/
https://online-profession.de/blog/seo-day-2018-recap/
https://online-profession.de/blog/seo-day-2018-recap/
https://www.capscovil.com/dss-it-sec-2018-international-cyber-security-conference
https://pereira.cv
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